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Abstract—This paper presents a comparative analysis of
various Quantum Key Distribution (QKD) protocols, focusing
on their application in quantum communication systems. As
quantum technologies advance, the security of data transmission
becomes increasingly critical, necessitating robust key exchange
methods. We investigate prominent QKD protocols, including
BB84 and Ekert91, examining their underlying principles, advan-
tages, and vulnerabilities. Through a detailed evaluation of state
preparation, transmission, and measurement phases, we highlight
how different encoding techniques and quantum properties such
as entanglement influence the effectiveness of these protocols.
Additionally, we explore the implications of quantum randomness
and error correction mechanisms in enhancing security against
potential adversarial attacks. Our findings indicate that while
each protocol offers unique benefits, their comparative perfor-
mance reveals significant insights into optimizing secure com-
munication frameworks in quantum networks. This study aims
to contribute to the ongoing discourse on quantum security by
providing a foundational understanding of QKD methodologies
and their practical implications.

Index Terms—Quantum Key Distribution (QKD), Quantum
Communication, BB84 Protocol, B92 Protocol, Ekert91 Protocol,
Entanglement, Error Correction, Comparative Study

I. INTRODUCTION

The rapid development of quantum computing presents
significant risks to conventional cryptographic techniques,
making them increasingly susceptible to quantum-based at-
tacks. In today’s interconnected digital environment, millions
of devices—from smartphones to smart TVs—rely on se-
cure data transfer for critical operations like online banking,
e-commerce, and online voting. These processes, managed
through classical cloud-based systems, currently depend on
cryptographic protocols such as asymmetric and symmetric
key exchanges. However, the rise of quantum technology
threatens these methods, which are based on Boolean algebra,
as quantum algorithms can potentially break encryption in
polynomial time.

To tackle these threats, quantum communication, which
harnesses the core principles of quantum mechanics, offers a
promising approach for secure data transmission. It leverages
concepts such as the Heisenberg Uncertainty Principle, entan-
glement, and the no-cloning theorem to safeguard information
shared between authorized users. A significant application
of quantum mechanics in secure communication is Quantum
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Teleportation, a technique that allows the transfer of quantum
states between distant locations without physically moving
particles. When combined with Quantum Key Distribution
(QKD) protocols, quantum teleportation enables the secure
exchange of cryptographic keys, forming a foundation for
protected communication in the quantum age.

This project focuses on developing a new QKD protocol that
utilizes Bell states and entanglement swapping to establish a
secure connection between two parties, commonly referred to
as Alice and Bob. This approach aims to overcome the limita-
tions of established QKD protocols like BB84 and Ekert91 by
increasing the key generation rate and improving the detection
of any unauthorized interference (often referred to as “Eve”).
The protocol involves generating entangled pairs (Bell states),
distributing them between parties, and using entanglement
swapping to detect any tampering attempts by eavesdroppers.
The pre-authentication technique integrated into the protocol
eliminates the need for qubit storage during communication,
reducing vulnerabilities and enhancing the efficiency of the
key exchange process.

In this research, we implement and test our protocol using
IBM’s Quantum Lab and Qiskit, demonstrating its capability
to create secure communication channels over quantum net-
works. The integration of quantum teleportation as a mech-
anism for secure state transfer showcases the potential of
this technology to transform digital security in areas such
as IoT device verification, online voting, and secure financial
transactions. As quantum communication technology evolves,
this project contributes to the development of secure, scalable,
and effective quantum communication systems designed to
withstand the computing power of future quantum systems.

II. RELATED WORK AND BACKGROUND

Quantum communication has become a pivotal area of
research due to the potential vulnerabilities introduced by the
advent of quantum computing, which threatens the security
of classical cryptographic protocols. As classical encryption
methods such as RSA and Diffie-Hellman are based on
the computational difficulty of factoring large prime num-
bers or discrete logarithm problems, they are susceptible
to being compromised by quantum algorithms like Shor’s
algorithm. This necessitates the development and deployment



of quantum-resistant communication protocols, particularly in
secure key exchange methods.

A. Quantum Key Distribution (QKD) Protocols

Quantum Key Distribution (QKD) is the cornerstone of
quantum communication, providing a secure method for ex-
changing cryptographic keys between parties using the funda-
mental principles of quantum mechanics. The earliest and most
well-known QKD protocol, BB84, was proposed by Bennett
and Brassard in 1984. This protocol relies on the polarization
states of photons to encode binary information, leveraging the
no-cloning theorem to detect eavesdropping attempts. In the
BB84 protocol, Alice sends polarized photons to Bob using
one of two mutually unbiased bases. Bob, in turn, measures
these photons in one of the two bases chosen randomly. The
security of BB84 is rooted in the fact that any measurement
by an eavesdropper (Eve) disturbs the quantum state, thus
introducing detectable errors in the communication.

Following BB84, Ekert91 introduced a QKD protocol that
uses entangled photon pairs instead of single photons. This
protocol exploits the concept of quantum entanglement, where
the measurement outcome of one photon is instantly correlated
with the measurement of the other, regardless of the distance
separating them. Ekert91’s use of Bell’s theorem ensures that
any intervention by an eavesdropper would be detected, as it
would violate the entangled state’s correlation statistics. The
use of entangled particles, however, introduces complexity
in the practical implementation of Ekert91, making it more
challenging than BB84 in certain scenarios.

B. Enhancements and Variations of QKD Protocols

In addition to BB84 and Ekert91, numerous other QKD
protocols have been developed to enhance security and ef-
ficiency in quantum communication. The SARG04 protocol,
for example, modifies the BB84 protocol by using four non-
orthogonal states to increase its resilience against photon-
number-splitting attacks, making it more suitable for im-
plementation in weak-coherent-state systems. Similarly, the
Decoy State Method addresses the issue of multi-photon
emission in QKD systems by randomly varying the intensity
of the photon pulses, enhancing the security of long-distance
quantum communication networks.

Furthermore, Device-Independent QKD (DIQKD) has
emerged as an advanced approach that aims to eliminate
potential vulnerabilities associated with hardware imperfec-
tions. By using entangled particles and Bell’s inequality tests,
DIQKD protocols allow Alice and Bob to establish secure
keys without trusting the specific details of their devices. This
method enhances the reliability of QKD systems by making
them resistant to side-channel attacks that could otherwise
compromise the security of quantum communication.

C. Comparison of QKD Protocols

Given the diversity of QKD protocols available, this paper
aims to provide a comprehensive comparison of several estab-
lished and emerging QKD methods, including BB84, Ekert91,

SARGO04, the Decoy State Method, and Device-Independent
QKD. We examine their respective strengths and weaknesses,
focusing on aspects such as the key generation rate, resilience
to various types of attacks (e.g., intercept-resend, photon-
number-splitting), and their practical implementation chal-
lenges. Our comparison highlights how each protocol can be
adapted and optimized for different communication scenarios,
including fiber-based and free-space quantum networks.

D. Quantum Repeaters and Long-Distance Communication

In addition, we review recent advancements in quantum
repeaters and their role in extending the range of QKD over
long distances. Quantum repeaters utilize concepts like en-
tanglement swapping and quantum teleportation to overcome
losses in the transmission channels and maintain the integrity
of entangled states over large distances. By integrating these
techniques with various QKD protocols, it is possible to
build robust quantum communication networks capable of
secure information transfer over hundreds or even thousands
of kilometers.

E. Scope of This Paper

This comparison-based approach aims to provide insights
into the practical applications and scalability of different
QKD protocols, enabling the development of future quantum
networks that are not only secure but also efficient and resilient
against the unique challenges posed by quantum computing.
Through this comparative study, we seek to guide future
research and implementation strategies for deploying quantum
communication technologies in real-world scenarios.

III. THEORETICAL FRAMEWORK

Quantum communication relies on the fundamental prin-
ciples of quantum mechanics to establish secure data trans-
mission between parties. The two core concepts underlying
these mechanisms are quantum entanglement and quantum
superposition. These principles form the basis for Quan-
tum Key Distribution (QKD) protocols such as BB84 and
Ekert91, and are essential for understanding the mechanics
behind quantum teleportation and other advanced quantum
communication methods.

A. Quantum Mechanics Principles

Quantum mechanics dictates that information encoded in
quantum states (qubits) behaves fundamentally differently
from classical bits. One of the essential properties utilized in
QKD and other secure quantum communication systems is
the Heisenberg Uncertainty Principle, which asserts that the
precise measurement of certain pairs of properties, such as po-
sition and momentum, cannot be simultaneously determined.
This principle is leveraged to detect eavesdroppers (Eve) since
any attempt to measure a quantum state in transit would alter
its state, revealing the presence of an adversary.

Another critical aspect is quantum entanglement, a phe-
nomenon where two or more particles become correlated in
such a way that the state of one particle directly influences the



state of the other, regardless of the distance separating them.
This correlation enables secure communication channels and is
fundamental in protocols such as Ekert91. By using entangled
photon pairs, legitimate parties (Alice and Bob) can verify the
integrity of their communication and detect any interference
from eavesdroppers by measuring the correlation statistics of
their shared quantum states.

B. Quantum Teleportation

Quantum teleportation is a process that transmits the state
of a qubit from one location to another without physically
moving the particle itself. This technique utilizes quantum
entanglement as a resource and involves three essential steps:

« Entanglement Distribution: An entangled pair of par-
ticles is distributed between the sender (Alice) and the
receiver (Bob).

o Measurement: Alice performs a joint measurement on
her part of the entangled pair and the qubit whose state
is to be teleported.

o Classical Communication: Alice sends the result of her
measurement to Bob through a classical channel. Bob
then applies a unitary operation based on the received
information to transform his particle into the state of
Alice’s original qubit.

Figure Explanation: The image titled ”Quantum Telepor-
tation” illustrates the process of entanglement between two
qubits, showing how the entangled state is shared between
Alice and Bob. Alice’s measurement and classical communi-
cation enable Bob to reconstruct the exact state, demonstrating
the teleportation process.

C. Quantum Key Distribution Protocols

QKD protocols such as BB84, Ekert91, and their variations
(e.g., SARGO04, Device-Independent QKD) capitalize on these
quantum mechanics principles to ensure secure communi-
cation. BB84 utilizes the polarization of photons and the
principle of randomness, allowing Alice and Bob to establish
a shared secret key. The key is protected against interception
because any eavesdropping would introduce detectable anoma-
lies in the state measurements.

Ekert91, on the other hand, leverages entangled pairs and
Bell’s theorem to enhance security. The correlation in the
measurement outcomes of the entangled particles between
Alice and Bob enables them to detect any unauthorized access.
Figure ”2” demonstrates the entangled state measurement
process central to Ekert91, emphasizing how measurements at
one location (e.g., Alice’s side) influence the results at Bob’s
location.

D. Security Mechanisms and Error Correction

To safeguard the integrity of quantum communication, QKD
protocols employ various mechanisms, including:
o Privacy Amplification: This process reduces the adver-

sary’s knowledge by distilling the raw key into a shorter,
more secure version.
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Fig. 1. Illustration of the Quantum Teleportation Process
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Fig. 2. Entangled State Measurement Process in Ekert91

e Error Correction: QKD systems account for possible
errors introduced by channel noise or eavesdroppers. Er-
ror correction algorithms are applied to reconcile discrep-
ancies in Alice’s and Bob’s key measurements without
compromising security.

In Figure ”3”, the graph illustrates the CHSH Parameter
for E91 Protocol wherein the E91 protocol achieves a CHSH
parameter of 2.6, significantly above the classical threshold of
2, confirming strong quantum correlations. This value indicates
a high level of security provided by the E91 protocol through



quantum entanglement. The protocol works as follows:
« The sender (Alice) and receiver (Bob) share an entangled

CHSH Parameter Value for E91 Protocol pair of qubits.

« Alice encodes classical data into her qubit using the Pauli-
X and Hadamard gates.
2.5} « A Controlled-X gate (CX) and Controlled-Z gate (CZ) are
applied to manipulate the states of the entangled qubits.
« Alice measures her qubit and the entangled qubit, sending
>ot the measurement results to Bob.
_ « Bob applies the corresponding gates to reconstruct Alice’s
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Fig. 5. Quantum Circuit Q1 for Qubit State Encoding. The Pauli-X gate flips
the qubit state based on the classical bit input.

Fig. 3. Error Correction and Privacy Amplification in QKD Protocols

The circuit functions as follows:

By utilizing these techniques, QKD protocols enhance the o The X gate (Pauli-X) flips the state of the qubit: if the
robustness and reliability of secure communication, ensuring input bit is ’1°, the qubit transitions from —0) to —1).
that even in the presence of noise and potential adversaries, o If the input bit is *0’, the qubit remains in the —O0) state.
the shared secret key remains confidential.

This theoretical framework establishes the foundation for
comparing various QKD protocols, as discussed in subsequent
sections of this paper. It sets the stage for a detailed examina-
tion of how these quantum properties and mechanisms are
leveraged differently across protocols, and how they affect (2]
the overall security, efficiency, and practical implementation
of quantum communication systems.
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